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W h enev er I  tal k to boards,  ex ecu tiv es or C I O s,  th ere is al w ays a l ot to tal k abou t on 
cybersecu rity.  I s ou r cybersecu rity w orking and is it doing th e righ t th ings?  T h ey w orry 
abou t h av ing enou gh  bu dget,  a team  w ith  th e righ t skil l s and l atest tech nol ogies,  and 
abov e al l ,  th ey real l y w orry abou t su ffering a m aj or cyber attack despite ev eryth ing th ey 
h av e done to prev ent one.  T h e tru th  is,  ev eryone needs h el p.  S ince w e are al l  facing th e 
sam e “ com m on enem y, ”  th e m ore w e sh are abou t ou r concerns and ex periences,  ou r 
successes and failures, and the more we collaborate on finding answers, then the more 
w e w il l  l earn and togeth er w e w il l  be better protected.  

T her e ar e som e thi ng s w e k now  f or  c er tai n.  C y ber sec u r i ty  i s a shar ed r esp onsi bi l i ty  ac r oss 
the or g ani z ati on.  T he boar d needs to su p p or t the ef f or ts bei ng  m ade, and ever y  em p l oy ee 
needs to l ear n how  to stay  ou t of  tr ou bl e and not op en the p hi shi ng  em ai l , or  l ose thei r  

fi

W e m i g ht not w ant to adm i t i t, bu t p r obabl y  not.  B ec au se i f  ther e i s som ethi ng  el se y ou  
k now , i t i s that the devi l  i s i n the detai l , and w hen y ou  thi nk  abou t the c y ber sec u r i ty  y ou  
need ac r oss y ou r  enti r e ec osy stem , ther e i s a l ot of  detai l .  

fi Global Information Security Survey.   
F r om  l ook i ng  at the r esp onses of  the 1,735 C I O s, C I S O s and other  ex ec u ti ves w ho 
g ener ou sl y  shar ed thei r  i nf or m ati on, w e c an see w her e or g ani z ati ons ar e i n the str eng th 

fi
thi ng s or g ani z ati ons c an do.  

•  F irst,  sh arpen you r senses.

•  S econd,  u pgrade you r resistance to attacks.  W hat i f  the attac k  w as f r om  a new , m or e 

•  T h ird,  react better.  I n the event of  a c y ber  attac k , w hat i s the or g ani z ati on’ s p l an and 
 

fi

T her e ar e a l ot of  p osi ti ves.  W e’ ve c om e a l ong  w ay  i n a shor t ti m e and ar e doi ng  a g ood j ob, 
i t’ s j u st that w e have to k eep  doi ng  i t better  as ou r  enem y  c om es u p  w i th new er  tr i c k s.   
S o w hi l e the thr ee sec ti ons of  thi s r ep or t:  S ense, R esi st and R eac t, m i g ht g i ve y ou  
som ethi ng  to w or k  on i n y ou r  or g ani z ati on, w e shou l d al so stay  c onnec ted so w e c an  
shar e and l ear n.  Let’ s c onti nu e to hel p  eac h other  ou t.

P a u l  v a n K essel
 

p au l . van. k essel @ nl . ey . c om

W el com e
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T hr eats of  al l  k i nds c onti nu e to evol ve, and today ’ s or g ani z ati ons 
fi
ever y  day .  I n r esp onse, or g ani z ati ons have l ear ned over  dec ades  
to def end them sel ves and r esp ond better , m ovi ng  f r om  ver y   
basi c - l evel  m easu r es and ad hoc  r esp onses to sop hi sti c ated,  
r obu st and f or m al  p r oc esses.  K ey  events su c h as the i nc r ease  

T h e state of cyber resil ience

S ense
S ense i s the abi l i ty  of  or g ani z ati ons 
to p r edi c t and detec t c y ber  thr eats.  
O r g ani z ati ons need to u se c y ber  thr eat 
i ntel l i g enc e and ac ti ve def ense to p r edi c t 
w hat thr eats or  attac k s ar e headi ng  i n 
thei r  di r ec ti on and detec t them  w hen they  
do, bef or e the attac k  i s su c c essf u l .  T hey  
need to k now  w hat w i l l  hap p en, and they  
need sop hi sti c ated anal y ti c s to g ai n ear l y  
w ar ni ng  of  a r i sk  of  di sr u p ti on.

C y ber  r esi l i enc e  

C y ber  r esi l i enc e i s a su bset of  bu si ness r esi l i enc e;  i t i s f oc u sed on how  r esi l i ent an or g ani z ati on i s to c y ber  thr eats.  B ef or e g oi ng  i nto the 
fi

these thr ee ar eas:
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T hr eats of  al l  k i nds c onti nu e to evol ve, and today ’ s or g ani z ati ons 
fi
ever y  day .  I n r esp onse, or g ani z ati ons have l ear ned over  dec ades  
to def end them sel ves and r esp ond better , m ovi ng  f r om  ver y   
basi c - l evel  m easu r es and ad hoc  r esp onses to sop hi sti c ated,  
r obu st and f or m al  p r oc esses.  K ey  events su c h as the i nc r ease  

i n di g i tal  i nnovati on, ex p ansi on of  c onnec ted p r odu c ts, the 

fi
and the ex p l osi on i n c y ber c r i m e ar e j u st a f ew  ex am p l es of  w hy  
or g ani z ati ons needed to evol ve thei r  def ensi ve and p r otec ti ve 
m easu r es.  H er e i s a shor t over vi ew  of  that evol u ti on:

S ense
S ense i s the abi l i ty  of  or g ani z ati ons 
to p r edi c t and detec t c y ber  thr eats.  
O r g ani z ati ons need to u se c y ber  thr eat 
i ntel l i g enc e and ac ti ve def ense to p r edi c t 
w hat thr eats or  attac k s ar e headi ng  i n 
thei r  di r ec ti on and detec t them  w hen they  
do, bef or e the attac k  i s su c c essf u l .  T hey  
need to k now  w hat w i l l  hap p en, and they  
need sop hi sti c ated anal y ti c s to g ai n ear l y  
w ar ni ng  of  a r i sk  of  di sr u p ti on.

R esist
R esi st m ec hani sm s ar e basi c al l y  the 
c or p or ate shi el d.  I t star ts w i th how  
m u c h r i sk  an or g ani z ati on i s p r ep ar ed to 
tak e ac r oss i ts ec osy stem , f ol l ow ed by  
establ i shi ng  the thr ee l i nes of  def ense:  

1.  F i r st l i ne of  def ense:  E x ec u ti ng  c ontr ol  
m easu r es i n the day - to- day  op er ati ons

2.  S ec ond l i ne of  def ense:  D ep l oy i ng  
m oni tor i ng  f u nc ti ons su c h as i nter nal  
c ontr ol s, the l eg al  dep ar tm ent, r i sk  
m anag em ent and c y ber sec u r i ty

3.  T hi r d l i ne of  def ense:  U si ng  a str ong  
i nter nal  au di t dep ar tm ent

R ea ct
I f  S ense f ai l s ( the or g ani z ati on di d not see 
the thr eat c om i ng )  and ther e i s a br eak dow n 
i n R esi st ( c ontr ol  m easu r es w er e not str ong  
enou g h) , or g ani z ati ons need to be r eady  to 
deal  w i th the di sr u p ti on, r eady  w i th i nc i dent 
r esp onse c ap abi l i ti es and r eady  to m anag e 
the c r i si s.  T hey  al so need to be r eady  to 
p r eser ve evi denc e i n a f or ensi c al l y  sou nd 
w ay  and then i nvesti g ate the br eac h i n or der  
to sati sf y  c r i ti c al  stak ehol der s —  c u stom er s, 
r eg u l ator s, i nvestor s, l aw  enf or c em ent and 
the p u bl i c , any  of  w hom  m i g ht br i ng  c l ai m s 
f or  l oss or  nonc om p l i anc e.  I f  the r esp onsi bl e 

fi
m i g ht i ni ti ate a c l ai m  ag ai nst them .  F i nal l y , 
they  al so need to be p r ep ar ed to br i ng  the 
or g ani z ati on bac k  to bu si ness as u su al  i n 
the f astest p ossi bl e w ay , l ear n f r om  w hat 
hap p ened, and adap t and r eshap e the 
or g ani z ati on to i m p r ove c y ber  r esi l i enc e 
g oi ng  f or w ar d.

M a inf ra m es C l ient/ S erv er

1 9 7 0 s 1 9 8 0 s 1 9 9 0 s 2 0 0 0 2 0 1 0
•  R eady  f or  natu r al  

haz ar ds

•  P hy si c al  r esp onse 
m easu r es i n p l ac e, 
e. g . , evac u ati on  

fi

•  C al l  f or  ex ter nal  
assi stanc e

•  R el i anc e on a f ew  
new  tec hnol og i es

•  B asi c  di saster   
r ec over y  i n  
r esp onse to sy stem  
f ai l u r es 

•  V i r u s p r otec ti on 
devel op ed

•  I denti ty  and ac c ess 
m anag em ent

•  E nter p r i se- w i de 
r i sk  m anag em ent 
i ntr odu c ed

•  R eg u l ator y   
c om p l i anc e  
c om m onp l ac e 

•  B u si ness c onti nu i ty  
a f oc u s

•   
i nf or m ati on &  
c y ber sec u r i ty

•  S w i tc h to onl i ne

•  T hi r d- p ar ty   
ou tsou r c i ng ,  
e. g . , c l ou d

•  C onnec ti vi ty   
of  devi c es

•  G l obal  shoc k s 
( ter r or i st, c l i m ate, 
p ol i ti c al )

•  B u si ness r esi l i enc e

•  I nter net of  T hi ng s 
( I oT )

•  C r i ti c al  
i nf r astr u c tu r e

•  S tate- sp onsor ed 
c y ber  esp i onag e  
and c y ber  attac k s

C y ber  r esi l i enc e i s a su bset of  bu si ness r esi l i enc e;  i t i s f oc u sed on how  r esi l i ent an or g ani z ati on i s to c y ber  thr eats.  B ef or e g oi ng  i nto the 
fi

these thr ee ar eas:

Internet E - C om m erce D ig ita l
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C or p or ate shi el d

S ense

R ecov er A da pt &  resh a pe

R i sk  ap p eti te

T hr ee l i nes of  def ense

I ntel l ectu al
property ( I P)  R ev enu e R epu tation

C ritica l  a ssets

T hr eats

R esist

R ea ct

T h e ov era l l  pictu re
fi

i s p osi ti ve:  or g ani z ati ons ar e m ovi ng  i n the r i g ht di r ec ti on.  
O ver  r ec ent y ear s and u nder  the p r essu r e of  m or e r eg u l ati on, 

fi
p r og r ess has been m ade i n tak i ng  m easu r es to str eng then thi s 
shi el d and i n the l ast tw o to thr ee y ear s, w e have al so seen 

or g ani z ati ons f oc u s m or e on thei r  S ense c ap abi l i ti es.  M ost 
or g ani z ati ons how ever  ar e l ag g i ng  behi nd i n p r ep ar i ng  thei r  
r eac ti on to a br eac h, sti l l  i g nor i ng  the al l - too- f am i l i ar  statem ent,  
“ i t’ s not a m atter  of  ‘ i f ’  y ou  ar e g oi ng  to su f f er  a c y ber  attac k ,  
i t’ s a m atter  of  ‘ w hen’  ( and m ost l i k el y  y ou  al r eady  have been) . ”

W e have su m m ar i z ed the over al l  p i c tu r e, and i n the nex t sec ti ons  
of  thi s r ep or t, w e w i l l  ex p l or e the c om p onents of  c y ber  r esi l i enc e  
i n m or e detai l .  

S ense 
( S ee the thr eats c om i ng )

R esist 
( T he c or p or ate shi el d)

R ea ct 
( R ec over  f r om  di sr u p ti on)

W her e do or g ani z ati ons  M ediu m H ig h L ow

W her e do or g ani z ati ons  M ediu m H ig h L ow

B oar d and C - l evel  
eng ag em ent L ow H ig h L ow

Q u al i ty  of  ex ec u ti ve or  
boar dr oom  r ep or ti ng L ow M ediu m L ow

1004166 D7407 GISS 2016_1612.indd   6 16/12/2016   11:31:40



7E Y ’ s 1 9 th  G l obal  I nform ation S ecu rity S u rv ey 2 0 1 6 - 1 7      |

C yber resil ience or cyber agil ity?

have i nc or p or ated new  sec u r i ty  m easu r es r el ated to c har g i ng  sm ar tp hones du r i ng  
 

l i k e to r esp ond to c hang es as q u i c k l y  as p ossi bl e.  Q u esti ons l i k e “ H ow  c an I  i nc r ease 

O r g ani z ati ons w ant to k now  how  to p r edi c t the nex t thr eat, and w hat the “ hottest”  
thi ng  avai l abl e to p r event i t i s.  C y ber  thr eat i ntel l i g enc e, c y ber  thr eat m anag em ent 
and r el ated sof tw ar e, c onsu l ti ng  and i m p l em enti ng  new  tool s have bec om e 

 
w hi c h i s the abi l i ty  to r eac t to a c hang e i n the thr eat l andsc ap e.

 C y ber  r esi l i enc e i s not onl y  
a m atter  of  r esp onses to new  tec hnol og y  and new  thr eats;  i f  i t onl y  f oc u ses on 
r esp onses, that m ay  r esu l t i n ad hoc  sec u r i ty  m easu r es w hi c h do not c r eate the 
stabl e f ou ndati on that a m atu r e c y ber sec u r i ty  c ap abi l i ty  needs.

Y ear  af ter  y ear , ou r  E Y  Global Information Security Survey shi nes a sp otl i g ht on 
the c y ber sec u r i ty  i ssu es that ar e m ost tr ou bl esom e to bu si nesses.  O ver  the l ast 
tw o y ear s, 8 7% of  boar d m em ber s and C - l evel  ex ec u ti ves have sai d that they  l ac k  

fi

c y ber  ag i l i ty  au tom ati c al l y  r esu l ts i n a p osi ti ve answ er  to the m ai n boar dr oom  

of board members and C-level executives have 
said they lack confidence in their organization’s 
level of cybersecurity.

8 7%
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S ense
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S ense
A  h ig h  l ev el  of  conf idence?

fi
or g ani z ati ons ar e u si ng  c y ber  thr eat i ntel l i g enc e to p r edi c t w hat they  c an ex p ec t, i nstal l i ng  
c onti nu ou s m oni tor i ng  m ec hani sm s, su c h as a sec u r i ty  op er ati ng  c enter  ( S O C ) , i denti f y i ng  
and m anag i ng  vu l ner abi l i ti es, and i nstal l i ng  ac ti ve def ense.  T hey  have bec om e m or e  

fi  
50% of  or g ani z ati ons thou g ht i t w as l i k el y  they  w ou l d be abl e to do so, w hi c h i s the  

fi

B u t ag ai nst these p osi ti ves ar e the si m p l e f ac ts that, ac c or di ng  to ou r  su r vey , not enou g h 
or g ani z ati ons ar e p ay i ng  attenti on to w hat today  shou l d be the basi c s, and ever y day  
these or g ani z ati ons ar e p u tti ng  thei r  c u stom er s, em p l oy ees, vendor s and u l ti m atel y  thei r  
ow n f u tu r e at c onsi der abl e r i sk .  T hat ther e i s sti l l  w or k  to do, r el ated to the basi c  S ense 

fi

•  F or ty  f ou r  p er c ent do not have a S O C .

•  S i x ty  f ou r  p er c ent do not have, or  onl y  have an i nf or m al , thr eat i ntel l i g enc e p r og r am .

•  fi fi
c ap abi l i ty .

fi  
and w hi c h c ou l d f or c e an or g ani z ati on to r ethi nk  w hat i t i s doi ng .

A  breach  h as h appened,  bu t th ere appears to be no h arm
O f  the or g ani z ati ons i n ou r  su r vey , 62% w ou l d not i nc r ease thei r  c y ber sec u r i ty  sp endi ng  
af ter  ex p er i enc i ng  a br eac h w hi c h di d not ap p ear  to do any  har m .  I n m ost c ases, ther e 
i s har m  bei ng  done, bu t ther e w as no i m m edi ate evi denc e f ou nd to su p p or t that.  C y ber  
c r i m i nal s of ten m ak e “ test attac k s,”  l i e dor m ant af ter  a br eac h, or  u se a br eac h as a 
di ver si onar y  tac ti c  to thr ow  or g ani z ati ons of f  the tr ai l  of  w hat they  ar e r eal l y  u p  to.  
O r g ani z ati ons shou l d assu m e that har m  has been done ever y  ti m e ther e i s an attac k ,  
and i f  they  have not f ou nd i t, they  shou l d c onsi der  that they  have not f ou nd i t y et.

S ecu ring you r ecosystem
I n ou r  di g i tal  and c onnec ted w or l d, events i n the or g ani z ati ons’  netw or k  of  su p p l i er s, 
c u stom er s, g over nm ent bodi es, etc .  ( the ec osy stem ) , c an sti l l  g o on to i m p ac t the 
or g ani z ati on i tsel f .  T hi s i s a m aj or  ar ea of  r i sk  w hi c h i s of ten over l ook ed, as evi denc ed  

fi

•  S i x ty  ei g ht p er c ent of  r esp onder s w ou l d not i nc r ease thei r  i nf or m ati on sec u r i ty  sp endi ng  
even i f  a su p p l i er  w as attac k ed —  even thou g h a su p p l i er  i s a di r ec t r ou te f or  an attac k er  
i nto the or g ani z ati on.

•  F i f ty  ei g ht p er c ent w ou l d not i nc r ease thei r  sp endi ng  i f  a m aj or  c om p eti tor  w as attac k ed —  
al thou g h c y ber  c r i m i nal s l i k e to attac k  or g ani z ati ons that ar e si m i l ar  i n i nf r astr u c tu r e and 
op er ati ng  f r am ew or k s, and they  c ar r y  f or w ar d the l ear ni ng s f r om  one su c c essf u l  attac k  
to the nex t.

ec osy stem  ar e tak en i nto ac c ou nt.

44%
do not have an SOC.

64%
do not have, or only have an informal, 
threat intelligence program.

62%
would not increase their cybersecurity 
spending after experiencing a breach 
which did not appear to do any harm.
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T h e im pact of th e I oT
T he em er g enc e of  the I nter net of  T hi ng s and the ex p l osi on i n the nu m ber  of  c onnec ted 
devi c es i s g oi ng  to p u t m or e p r essu r e on the S ense c ap abi l i ti es of  an or g ani z ati on.  T he 
f ol l ow i ng  ar e j u st som e of  the c hal l eng es thi s c r eates f or  or g ani z ati ons:  

•  C h al l enges rel ated to th e nu m ber of dev ices

O r g ani z ati ons ar e str u g g l i ng  w i th the hu g e nu m ber  of  devi c es that w i l l  bec om e p ar t 
fi

abou t p oor  u ser  aw ar eness and behavi or  ar ou nd m obi l e devi c es.  T oo m any  or g ani z ati ons 
ar e al so c onc er ned abou t thei r  abi l i ty  to k now  al l  thei r  assets ( 46%) , how  they  ar e g oi ng  
to k eep  these devi c es bu g  f r ee ( 43%) , how  they  w i l l  be abl e to p atc h vu l ner abi l i ti es f ast 
enou g h ( 43%)  and abou t thei r  abi l i ty  to m anag e the g r ow th i n the ac c ess p oi nts to thei r  
or g ani z ati on ( 35%) .

•  Challenges related to the size of the data traffic

O r g ani z ati ons dou bt that they  ar e g oi ng  to be abl e to c onti nu e to i denti f y  su sp i c i ou s 
fi

fi

•  T h e ch al l enges rel ated to th e ecosystem

fi
ex p ands, and the vol u m e of  data i t ex c hang es i nc r eases.  I t w i l l  bec om e m or e and m or e 

fi
fi

fi
m oni tor i ng  the p er i m eter  of  thei r  ec osy stem s ( 34%) .

W h at do you  consider to be th e inform ation secu rity ch al l enges of th e 
I oT  for you r organiz ation?  ( S el ect al l  th at appl y)

49%

46%

46%

44%

43%

40%

35%

34%

10%

4%

fi

K no i ng  al l  y ou r  assets

T r ac i ng  t e ac c ess to data i n y ou r  or g ani z ati on

K eep i ng  t e i g  nu m ber  of  I oT  c onnec ted de i c es u p dated 
i t  t e l atest er si on of  c ode and sec u r i ty  bu g  f r ee

F i ndi ng  i dden or  u n no n z er o- day  attac s

E nsu r i ng  t at t e i m p l em ented sec u r i ty  c ontr ol s ar e 
m eeti ng  t e r eq u i r em ents of  today

M anag i ng  t e g r o t  i n ac c ess p oi nts to y ou r  or g ani z ati on

D efini ng  and m oni tor i ng  t e p er i m eter s of  y ou r  
bu si nesses ec osy stem

D on' t no

O t er  ( p l ease sp ec i f y )

I nform ation sh aring and col l aboration are on th e rise
G over nm ents and other  enti ti es ar e al l  i nc r easi ng l y  c onc er ned w i th y ou r  c y ber sec u r i ty .  

fi
i nter est i s i nc r easi ng .  S o new  r eg u l ati ons and l aw s shou l d be ex p ec ted.  I n m any  p ar ts of  the 
w or l d, standar ds ar e bei ng  devel op ed f or  c r i ti c al  i nf r astr u c tu r e or g ani z ati ons, and ther e ar e 
c al l s f or  g r eater  i nf or m ati on shar i ng  and c ol l abor ati on, as w el l  as m andator y  r ep or ti ng  of  

73%
are concerned about poor user 
awareness and behavior around 
mobile devices.

doubt that they are going to be able to 
continue to identify suspicious traffic 
over their networks.
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W h at are th e m ain risks associated w ith  th e grow ing u se of m obil e 
dev ices ( e. g. ,  l aptops,  tabl ets,  sm artph ones)  for you r organiz ation?  
( S el ect al l  th at appl y)

73%

50%

32%

31%

27%

19%

16%

3%

P oor  u ser  aw ar eness/ behavi or

T he l oss of  a si ng l e sm ar t devi c e not onl y  m eans the l oss of
i nf or m ati on, bu t i nc r easi ng l y  i t al so l eads to a l oss of  i denti ty

H i j ac k i ng  of  devi c es

N etw or k  eng i neer s c annot p atc h vu l ner abi l i ti es f ast enou g h

fi
sof tw ar e r u nni ng  on them

O r g ani z ed c y ber  c r i m i nal s sel l  har dw ar e w i th T r oj ans or
bac k door s al r eady  i nstal l ed

H ar dw ar e i nter op er abi l i ty  i ssu es of  devi c es

O ther  ( p l ease sp ec i f y )

T oday’ s cyber crim inal s can be ru th l ess,  
and th eir beh av ior and m eth ods are 
al m ost im possibl e to predict.
C y ber  c r i m i nal s —  l i k e other  or g ani z ed c r i m i nal s —  ar e p r ep ar ed to behave i n w ay s that 
m ost of  u s c annot u nder stand.  T hei r  ac ti ons c onvey  a di f f er ent set of  val u es, ethi c s and 

the m or e u su al  and ex p ec ted f r au d and thef t, c onsu m er s i nc r easi ng l y  have f ear s abou t 
c ar s bei ng  hac k ed i nto to c au se ac c i dents, and som e c r i ti c al  i nf r astr u c tu r e or g ani z ati ons 
ar e seei ng  c y ber  r ansom  bec om e a r eal i ty .  S u c h i s the c r eati vi ty  of  the c r i m i nal  netw or k s 

fi fi
headl i nes f or  a c au se.  S ense, R esi st and R eac t have a f u ndam ental l y  i m p or tant p ar t to 
p l ay  i n p r otec ti ng  the c y ber  ec osy stem , esp ec i al l y  w i th the g r ow th of  the I oT .  W i thou t 
ef f ec ti ve c y ber sec u r i ty  m any  or g ani z ati ons and g over nm ents ar e not j u st r i sk i ng  thei r  
data and I P , they  m ay  be p u tti ng  i ndi vi du al s at r i sk , and i n the f u tu r e, w e shou l d ex p ec t  
to see even m or e c ol l ater al  dam ag e.

c y ber  attac k s, so that c y ber c r i m e c an be f ou g ht tog ether .  I t shou l d be anti c i p ated that thi s 
w i l l  bec om e c om p u l sor y , and even i f  i t does not hap p en i n the shor t ter m , the atm osp her e 
today  w i l l  l ead r eg u l ator s, stak ehol der s, bu si ness p ar tner s and even c u stom er s to w ant to 
k now  m or e abou t y ou r  c y ber sec u r i ty .  S o be p r ep ar ed to r ep or t and l ook  f or  op p or tu ni ti es to 
shar e and c ol l abor ate today .  C u r r entl y  ou r  su r vey  r eveal ed the f ol l ow i ng :  

•  F or ty  ni ne p er c ent of  ou r  r esp ondents’  S O C s c ol l abor ate and shar e data w i th other s i n the 
sam e i ndu str y .

•  T hi r ty  ei g ht p er c ent of  ou r  r esp ondents’  S O C s c ol l abor ate and shar e data w i th other  
p u bl i c  S O C s.  

of our respondents’ SOCs collaborate 
and share data with others in the 
same industry.
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R esist

F oc u s on c y ber  r i sk s, not 
onl y  on c y ber sec u r i ty
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R esist
G ener al l y , or g ani z ati ons have g r eatl y  i m p r oved thei r  abi l i ti es to r esi st attac k s, and m any  
or g ani z ati ons c an say  they  ar e su c c essf u l l y  def endi ng  ag ai nst thou sands of  attac k s ever y  
day .  B u t attac k s tak e m any  di f f er ent and i nc r easi ng l y  c om p l ex  f or m s and w hi l e ex ec u ti ng  
the c ontr ol  m easu r es i n the c or p or ate shi el d m ay  w or k  ag ai nst si m p l e D i str i bu ted D eni al  
of  S er vi c e or  vi r u ses, i t i s not p er f or m i ng  as w el l  as i t shou l d ag ai nst the sop hi sti c ated, 
p er si stent attac k s that the dedi c ated and or g ani z ed c y ber  c r i m i nal s ar e l au nc hi ng  ag ai nst 
thei r  tar g ets ever y  day .  

•  Last y ear , 8 8 % of  r esp ondents to ou r  su r vey  sai d that thei r  c y ber sec u r i ty  f u nc ti on di d 
not f u l l y  m eet thei r  or g ani z ati on’ s needs.  T hi s y ear  i t i s 8 6%, w hi c h does not r ep r esent a 

fi
to deal  w i th the w or seni ng  si tu ati on.

F ocu s on cyber risks,  not onl y on cybersecu rity
I n ou r  2016 su r vey , near l y  hal f  ( 48 %)  of  r esp onder s say  that thei r  ou tdated i nf or m ati on 
sec u r i ty  c ontr ol s or  ar c hi tec tu r e i s a hi g h ar ea of  vu l ner abi l i ty , c onsi stent w i th r esu l ts 
f r om  2013 and 2014, w her eas i n 2015 onl y  34% r ated thi s as a hi g h ar ea of  vu l ner abi l i ty .  

fi fi
fi

i n bei ng  abl e to r esi st attac k s has been shor t- l i ved i n the f ac e of  the g r ow th i n em p l oy ee-
r el ated r i sk s and thr eats and the i nc r eased k now l edg e of  how  c r i m i nal  sy ndi c ates ar e 

fi fi
they  r ate thei r  r i sk  ex p osu r e.  I n 2015, or g ani z ati ons ap p ear ed to thi nk  they  had beg u n to 
sol ve the p r obl em  of  c y ber sec u r i ty  and they  w er e better  abl e to r esi st attac k s, onl y  to be 
c au g ht ou t, or  to si m p l y  bec om e m or e aw ar e of  the thr eats.  

W h ich  th reats and v u l nerabil ities h av e m ost increased you r risk 
ex posu re ov er th e l ast 1 2  m onth s?  

fi
f r om  2013– 16.

2 0 1 3 2 0 1 4 2 0 1 5 2 0 1 6

V u l nera b il ities

C ar el ess or  u naw ar e em p l oy ees 53% 57% 44% 55%

O u tdated i nf or m ati on sec u r i ty  c ontr ol s or  ar c hi tec tu r e 51% 52% 34% 48 %

U nau thor i z ed ac c ess 34% 34% 32% 54%

T h rea ts

M al w ar e 41% 34% 43% 52%

P hi shi ng 44% 51%

fi 46% 51% 33% 45%

C y ber  attac k s to steal  I P  or  data 41% 44% 30% 42%

I nter nal  attac k s 28 % 31% 27% 33%

8 6%
say their cybersecurity function  
does not fully meet their 
organization’s needs.
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W h ere sh ou l d org a niz a tions f ocu s to b etter resist 
toda y ’ s a tta ck s?

A ctiv ate you r defenses
W hi l e the natu r e of  the attac k s has c hang ed, r esi sti ng , def endi ng , m i ti g ati ng  and 
neu tr al i z i ng  attac k s has l ong  been the nec essar y  c or e of  c y ber sec u r i ty .  T he ser vi c es and 
tool s an or g ani z ati on c an u se to r esi st have m ostl y  k ep t p ac e, and m any  hi g hl y  ef f ec ti ve 
sol u ti ons ar e avai l abl e today .  N ever thel ess ou r  su r vey  r eveal s that 57% of  r esp onder s have 

fi
do to str eng then the c or p or ate shi el d.  M atu r i ty  l evel s ar e sti l l  too l ow  i n m any  c r i ti c al  ar eas, 

fi

P er c entag e of  r esp ondents w ho w ou l d r ate these i nf or m ati on sec u r i ty  m anag em ent 
p r oc esses as m atu r e:  

•  

•  S ec u r i ty  m oni tor i ng :  38 %

•  I nc i dent m anag em ent:  38 %

•  I denti ty  and ac c ess m anag em ent:  38 %

•  N etw or k  sec u r i ty :  52%

T ake an u north odox  approach
T he abi l i ty  to r esi st r eq u i r es a m u l ti f ac eted ap p r oac h.  D ef enses ar e u su al l y  seen as har d 

fi
w ay s or g ani z ati ons c an m i ni m i z e the i m p ac t of  an attac k  and hel p  the or g ani z ati on r esi st:  

•  S w itch ing  f rom  a  f a il - sa f e to sa f e- to- f a il

O r g ani z ati ons have been r i g ht to f oc u s so f ar  on bu i l di ng  r obu st, stu r dy , r esi l i ent f ai l -
saf e op er ati ons that c an w i thstand su dden c y ber  attac k s.  B u t i n the f ac e of  today ’ s 
u np r edi c tabl e and u np r ec edented c y ber  thr eats, a f ai l - saf e ap p r oac h c an no l ong er  be 
the onl y  op ti on.  T he new  ai m  shou l d be to desi g n a sy stem  that i s saf e- to- f ai l .  F u tu r e 
c y ber sec u r i ty  needs to be sm ar ter  as w el l  as str ong er , w i th a sof t- r esi l i enc e ap p r oac h.  
T hi s m eans that on sensi ng  a thr eat, ther e ar e m ec hani sm s that have been desi g ned 
to absor b the attac k , r edu c e the vel oc i ty  and i m p ac t of  i t, and ac c ep t the p ossi bi l i ty  of  
p ar ti al  sy stem  f ai l u r e as a w ay  to l i m i t dam ag e to the w hol e.  

•  From protection to sacrifice

fi
fi

r i sk  ap p eti te thi s c an be p er f or m ed as an au tom ated r esp onse.  W hen the S O C  r ec og ni z es 
a hi g h- l evel  thr eat to the sy stem , the sy stem  ow ner  r ec ei ves an al er t and the sy stem  i s 
shu t dow n to p r event the sp r ead of  the thr eat.  

57%
of responders have had a recent 
significant cybersecurity incident.
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E v ery year bu dgets increase,  bu t is it enou gh ?
B etw een 2013 and 2016 w e have seen y ear  on y ear  i nc r eases i n bu dg ets, w i th 53% of  
r esp onder s thi s y ear  say i ng  thei r  bu dg ets i nc r eased over  the l ast 12 m onths, c om p ar ed 
w i th 43% i n 2013, and 55% of  r esp onder s today  say i ng  thei r  bu dg ets w i l l  i nc r ease over  the 
c om i ng  12 m onths, c om p ar ed w i th 50% i n 2013.  T he am ou nts bei ng  sp ent ar e al so r i si ng :  
i n 2013, 76% of  r esp onder s w er e sp endi ng  l ess than $ 2m  i n total  ( w hi c h i nc l u ded p eop l e, 
p r oc ess and tec hnol og y ) ;  today  onl y  64% ar e sp endi ng  l ess than $ 2m  and ther e has been  
a r i se i n the nu m ber  of  or g ani z ati ons sp endi ng  betw een $ 10m – $ 50m .

S ti l l , how ever , or g ani z ati ons say  that m or e f u ndi ng  i s needed, w i th 61% c i ti ng  bu dg et 

shor tag e, m oney  c annot bu y  the ex ec u ti ve su p p or t that i s al so needed.

W h at are th e m ain obstacl es or reasons th at ch al l enge you r I nform ation 
S ecu rity operation’ s contribu tion and v al u e to th e organiz ation?   
( S el ect al l  th at appl y)

61%

56%

32%

30%

28 %

19%

6%

B u dg et c onstr ai nts

Lac k  of  sk i l l ed r esou r c es

Lac k  of  ex ec u ti ve aw ar eness or  su p p or t

Lac k  of  q u al i ty  tool s f or  m anag i ng  i nf or m ati on sec u r i ty

M anag em ent and g over nanc e i ssu es

F r ag m entati on of  c om p l i anc e/ r eg u l ati on

O ther  ( p l ease sp ec i f y )

53%
of responders this year are 
saying their budgets increased 
over the last 12 months.

8 6%
of responders say they need up to 
50% more budget.
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T h e rol e of l eadersh ip
E x ec u ti ve l eader shi p  and su p p or t i s c r i ti c al  f or  ef f ec ti ve c y ber  r esi l i enc e.  U nl i k e the S ense 
and tr adi ti onal  R esi st ac ti vi ti es w hi c h c an be seen as the dom ai n of  the C I S O  or  C I O , c y ber  
r esi l i enc e r eq u i r es seni or  ex ec u ti ves to ac ti vel y  tak e p ar t and l ead the R eac t p hase.  S i nc e 
2013 the su r vey  has r ep or ted that 31%– 32% of  r esp onder s say  ther e i s a l ac k  of  ex ec u ti ve 
aw ar eness and su p p or t w hi c h i s c hal l eng i ng  the ef f ec ti veness of  c y ber sec u r i ty .  T hi s y ear  
on y ear  c onsi stenc y  su g g ests not enou g h i s bei ng  done to addr ess thi s, or  attem p ts have 
r eac hed a deadl oc k  and the m essag e i s not g etti ng  thr ou g h.

T h e im portance of reporting

have a seat on the boar d, so w i th thi s bei ng  the c ase, the boar d has to r el y  on r ep or ti ng  
i nstead.  O u r  su r vey  r eveal ed the f ol l ow i ng :

•  O nl y  25% of  r ep or ti ng  p r ovi des an over al l  thr eat l evel .

•  O nl y  35% of  r ep or ti ng  show ed w her e i m p r ovem ents w er e needed i n the or g ani z ati on’ s 
i nf or m ati on sec u r i ty .

•  fi
fi  

fi

W i th the q u al i ty  of  r ep or ti ng  bei ng  so l ow , i t i s no su r p r i se that 52% of  r esp onder s thi nk  
thei r  boar ds ar e not f u l l y  k now l edg eabl e abou t the r i sk s the or g ani z ati on i s tak i ng  and the 
m easu r es that ar e i n p l ac e.  I n other  w or ds, ou r  su r vey  su g g ests that abou t hal f  of  al l  boar ds 

of organizations do not evaluate the 
financial impact of every significant 
breach.

have no idea what the financial 
damage of a cyber attack is or  
could be.
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R eact
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T oday’ s em ergency serv ices:  th e 
cyber breach  response program
G i ven the l i k el i hood that al l  bu si nesses w i l l  eventu al l y  f ac e a c y ber  br eac h, i t i s 
c r i ti c al  that c om p ani es devel op  a str ong , c entr al i z ed r esp onse f r am ew or k  as p ar t of  
thei r  over al l  enter p r i se r i sk  m anag em ent str ateg y .

p oi nt that br i ng s tog ether  the w i de var i ety  of  stak ehol der s that m u st c ol l abor ate 
to r esol ve a br eac h.  T he C B R P  shou l d be l ed by  som eone w ho i s ex p er i enc ed w i th 
tec hnol og y , and i s abl e to m anag e the day - to- day  op er ati onal  and tac ti c al  r esp onse, 
p l u s they  m u st be eq u i p p ed w i th i n- dep th l eg al  and c om p l i anc e ex p er i enc e, 

fi
statem ent i m p ac t.  

fi
i ts c oor di nati on and over si g ht r ol e, the C B R P  c an hel p  ensu r e that an or g ani z ati on’ s 
bu si ness c onti nu i ty  p l an i s ap p r op r i atel y  i m p l em ented, that a c om m u ni c ati on and 

fi
al l  br eac h- r el ated i nq u i r i es r ec ei ved f r om  ex ter nal  and i nter nal  g r ou p s ar e c entr al l y  
m anag ed.  I n shor t, the C B R P  p r ovi des g u i danc e to al l  l i nes of  bu si ness i nvol ved i n 
the r esp onse.  T he p r og r am  sets a l evel  of  u nder standi ng  abou t w hat i nf or m ati on 
i s c r i ti c al  f or  seni or  l eader s to k now  —  as w el l  as w hen and how  to ex p r ess i t, and 
al l ow s c onti nu ou s r eac ti on w i th p r ec i si on and sp eed as a br eac h c onti nu es to u nf ol d 
over  day s, w eek s or  even m onths.

E ven as i nvesti g ator s need to w or k  c l osel y  w i th i nf or m ati on sec u r i ty  and I T  
p er sonnel  to deter m i ne the attac k  vec tor , ex p l oi ted netw or k s and sy stem s, and 
the sc op e of  assets stol en or  i m p ac ted, a C B R P  i s the l i nc hp i n of  the r esp onse.  

fi
p r eser vati on, f or ensi c  data anal y si s, and i m p ac t assessm ent, bu t al so c an di r ec t 
and m odi f y  the i nvesti g ati on based on f ac t- p atter n anal y si s.

i nter nal  stak ehol der s and hel p s the or g ani z ati on navi g ate the c om p l ex i ti es of  
w or k i ng  w i th ou tsi de l eg al  c ou nsel , r eg u l ator s and l aw  enf or c em ent ag enc i es.  

i m p ac ts by  i nteg r ati ng  the stak ehol der s and thei r  k now l edg e.
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W h at are th e R eact priorities?
B u si ness c onti nu i ty  m anag em ent ( B C M )  has been at the hear t of  an or g ani z ati on’ s abi l i ty  to 

i t has been the nu m ber  1 or  nu m ber  2 hi g h p r i or i ty  i n ou r  su r vey  si nc e 2013, so the 

or g ani z ati ons r ated i t thei r  j oi nt top  p r i or i ty , al ong si de data l eak ag e/ data l oss p r eventi on.

S ec u r i ty  i nf or m ati on and event m anag em ent ( S I E M )  tog ether  w i th sec u r i ty  op er ati on 
c enter s ( S O C s) , r ank ed 6th, w i th 46% of  the r esp ondents say i ng  that they  ar e g oi ng  to 
sp end m or e i n these tw o ar eas over  the c om i ng  12 m onths, r ank i ng  i t sec ond af ter  sec u r i ty  
aw ar eness and tr ai ni ng .

57%
of organizations rated BCM as their 
joint top priority, alongside data 
leakage/data loss prevention.

1.  B u si ness c onti nu i ty / di saster  r ec over y  r esi l i enc e

2.  D ata l eak ag e/ data l oss p r eventi on

3.  S ec u r i ty  aw ar eness and tr ai ni ng

4.  S ec u r i ty  op er ati ons ( e. g . , anti vi r u s, p atc hi ng , enc r y p ti on)

5.  I denti ty  and ac c ess m anag em ent

7.  I nc i dent r esp onse c ap abi l i ti es

8 .  S ec u r i ty  testi ng  ( e. g . , attac k  and p enetr ati on)

9.  P r i vi l eg ed ac c ess m anag em ent

11.  C l ou d c om p u ti ng

12.  I T  sec u r i ty  and op er ati onal  tec hnol og y  i nteg r ati on

13.  M obi l e devi c es

14.  P r i vac y  m easu r es

15.  T hi r d- p ar ty  r i sk  m anag em ent

17.  S ec u r i ty  ar c hi tec tu r e r edesi g n

18 .  I nsi der  r i sk / thr eats

19.  F r au d su p p or t

21.  I P

22.  F or ensi c s su p p or t

23.  S oc i al  m edi a

24.  S ec u r i ng  c onnec ted devi c es on the I oT

25.  R oboti c  p r oc ess au tom ati on

27.  S ec u r i ng  c r y p toc u r r enc i es ( e. g . , B i tc oi n)

K ey : H i g h LowM edi u m

57%

57%

55%

52%

50%

48 %

48 %

46%

43%

42%

39%

33%

29%

29%

27%

26%

25%

24%

23%

21%

16%

15%

14%

13%

8 %

8 %

6%

33%

34%

38 %

39%

40%

38 %

42%

44%

41%

45%

35%

49%

49%

46%

48 %

41%

46%

50%

41%

42%

37%

39%

43%

33%

23%

25%

18 %

10%

10%

9%

7%

10%

14%

11%

10%

15%

13%

27%

18 %

22%

25%

25%

33%

29%

26%

36%

37%

47%

46%

44%

54%

69%

67%

76%

6.  S ec u r i ty  i nc i dent and event m anag em ent
     ( S I E M )  and S O C

10.  T hr eat and vu l ner abi l i ty  m anag em ent 
       ( e. g . , sec u r i ty  anal y ti c s, thr eat i ntel l i g enc e)

16.  I nf or m ati on sec u r i ty  tr ansf or m ati on
       ( f u ndam ental  r edesi g n)

26.  S ec u r i ng  em er g i ng  tec hnol og i es ( e. g . , advanc ed
       m ac hi ne l ear ni ng )

20.  O f f shor i ng / ou tsou r c i ng  sec u r i ty  ac ti vi ti es,
        i nc l u di ng  thi r d- p ar ty  su p p l i er  r i sk

W hi c h of  the f ol l ow i ng  i nf or m ati on sec u r i ty  ar eas w ou l d y ou  def i ne as “ hi g h, 
 

( S el ec t one r esp onse f or  eac h)
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C om pared to th e prev iou s year,  does you r organiz ation pl an to spend 
m ore,  l ess or rel ativ el y th e sam e am ou nt ov er th e com ing year for th e 
fol l ow ing activ ities?  ( S el ect one response for each  topic)

43%49%

46%

45%

44%

43%

42%

41%

40%

39%

39%

35%

34%

32%

32%

29%

25%

25%

22%

21%

20%

17%

14%

12%

12%

9%

5%

8 %

9%

9%

8 %

8 %

7%

8 %

8 %

7%

8 %

9%

10%

10%

13%

12%

10%

11%

10%

12%

10%

12%

13%

13%

12%

10% 15%

16%

16%

45%

46%

48 %

49%

51%

51%

52%

54%

53%

56%

56%

58 %

55%

59%

65%

64%

68 %

66%

70%

71%

72%

74%

76%

75%

74%

78 %

1.  S ec u r i ty  aw ar eness and tr ai ni ng

3.  C l ou d c om p u ti ng

4.  S ec u r i ty  testi ng  ( e. g . , attac k  and p enetr ati on)

5.  I denti ty  and ac c ess m anag em ent

6.  D ata l eak ag e/ data l oss p r eventi on

7.  S ec u r i ty  op er ati ons 
     ( e. g . , anti vi r u s, p atc hi ng , enc r y p ti on)

9.  B u si ness c onti nu i ty / di saster  r ec over y  r esi l i enc e

10.  I nc i dent r esp onse c ap abi l i ti es

11.  P r i vi l eg ed ac c ess m anag em ent

12.  I T  sec u r i ty  and op er ati onal  tec hnol og y  i nteg r ati on

13.  M obi l e devi c es

14.  S ec u r i ty  ar c hi tec tu r e r edesi g n

16.  P r i vac y  m easu r es

17.  T hi r d- p ar ty  r i sk  m anag em ent

18 .  I nsi der  r i sk / thr eats

20.  F r au d su p p or t

21.  F or ensi c s su p p or t

22.  S ec u r i ng  c onnec ted devi c es on the I oT

23.  S oc i al  m edi a

24.  I P

26.  R oboti c  p r oc ess au tom ati on

27.  S ec u r i ng  c r y p toc u r r enc i es ( e. g . , B i tc oi n)

K ey : S p end m or e S am e or  c onstantS p end l ess

2.  S I E M  and S O C

8 .  T hr eat and vu l ner abi l i ty  m anag em ent 
     ( e. g . , sec u r i ty  anal y ti c s, thr eat i ntel l i g enc e)

15.  I nf or m ati on sec u r i ty  tr ansf or m ati on
       ( f u ndam ental  r edesi g n)

19.  O f f shor i ng / ou tsou r c i ng  sec u r i ty
       ac ti vi ti es, i nc l u di ng  thi r d- p ar ty  su p p l i er  r i sk )

25.  S ec u r i ng  em er g i ng  tec hnol og i es 
        ( e. g . , advanc ed m ac hi ne l ear ni ng )

T h ere is not a  l ot of  a ppetite f or inv esting  
in oth er a da pt a nd resh a pe ca pa b il ities:

•  A dapt:  B y  l ook i ng  at the thr eat 
hor i z on and thr eat ac tor s, the r esi l i ent 

ag i l e to adap t i ts bu si ness p r oc esses  
and p r otec ti on m ec hani sm s.

•  R esh ape:  T hi s i s the r e- eng i neer i ng  
r eq u i r ed to i m p r ove both the r esi l i ent 
and op er ati onal  m ec hani sm s f or  an 
i nc r easi ng l y  sec u r e and su stai nabl e 
or g ani z ati on.

D esp i te ou tdated i nf or m ati on sec u r i ty  
c ontr ol s or  ar c hi tec tu r e bei ng  the sec ond 
hi g hest vu l ner abi l i ty , 74% say  that an 
i nf or m ati on sec u r i ty  tr ansf or m ati on 
( f u ndam ental  r edesi g n)  i s a m edi u m  or  l ow  
p r i or i ty , and 75% say  a sec u r i ty  ar c hi tec tu r e 
r edesi g n i s a m edi u m  or  l ow  p r i or i ty .  

W h ere is th e m oney spent?
W her e or g ani z ati ons c hoose to p u t thei r  bu dg ets i s a di f f er ent p i c tu r e.  Look i ng  at w her e 

 
been w el l  f u nded i n the p ast and now  they  ar e i nvesti ng  i n other  R eac t c ap abi l i ti es.
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W h at,  h ow  and w h en to com m u nicate 
can present significant challenges
•  T oday , m any  of  the p r op osed r eg u l ati ons or  l aw s ar ou nd r ep or ti ng  of  c y ber  

attac k s say  that y ou  need to noti f y  c u stom er s w i thi n a c er tai n nu m ber  of  day s —  
60 day s, f or  ex am p l e. *  T he p r obl em  ther e i s that m any  c y ber  attac k s ar e not 

i s i nvol ved, they  m ay  r eq u est that y ou  do not noti f y  y ou r  c u stom er s w hi l e thei r  
i nvesti g ati ons c onti nu e.

•  C u stom er s m ay  be enti tl ed, or  f eel  enti tl ed, to c om p ensati on f or  a br eac h of  
thei r  i nf or m ati on.  I n one ex am p l e i n the U S , i t i s bei ng  di sc u ssed that a c u stom er  
r ec ei ves a y ear  of  f r ee i denti ty  thef t i nsu r anc e.  B u t not al l  br eac hes c r eate a 
si tu ati on w her e a c u stom er  w ou l d need thi s, or  som ethi ng  el se l i k e i t, so ther e 
i s a f eel i ng  that thi s k i nd of  c om p ensati on w ou l d i nc r ease c osts w i thou t ac tu al l y  

fi
and r ep u tati on.  

•  F i nal l y , ther e i s a g r ow i ng  r ec og ni ti on that i t m ay  be dang er ou s to noti f y  c u stom er s 
ever y  ti m e, esp ec i al l y  i f  the r i sk  i s l ow , as they  c an bec om e desensi ti z ed and not 
r esp ond w hen a m or e har m f u l  i nc i dent oc c u r s.  I f  w e thi nk  bac k  over  the l ast tw o 

fi
on thei r  m obi l e p hone p r ovi der , the onl i ne r etai l er  they  u se, thei r  em ai l  p r ovi der , 
and they  m ay  have been advi sed thei r  c r edi t c ar d detai l s have p ossi bl y  been sol d 
and thei r  soc i al  sec u r i ty  r ec or ds ar e p er hap s i n the hands of  c r i m i nal s, and ther e  
i s nothi ng  they  c an do abou t any  of  that.  I t i s too m u c h and p eop l e w i l l  star t to 
i g nor e i t.  

W h en reacting to an attack,  th e board m u st sh ow  l eadersh ip
W hen i t c om es to i m m edi atel y  deal i ng  w i th a c y ber  attac k  that has dam ag ed the 
or g ani z ati on, ther e i s now her e today  that the boar d c an hi de.  I f  any  w eak nesses or  
f ai l u r es i n the r ec over y  p l ans bec om e k now n, and the l ong er  these p r obl em s c onti nu e, the 
w or se the si tu ati on w i l l  g et.  S om e or g ani z ati ons m ay  p hy si c al l y  r ec over  f r om  an attac k , 
bu t thei r  r ep u tati on and tr u st c an be destr oy ed.  T he k ey  i s to c om m u ni c ate and l ead the 
c om m u ni c ati ons bef or e the str eng th of  the tr adi ti onal  new s m edi a and soc i al  m edi a tak es 
over .  T oo m any  or g ani z ati ons ar e sti l l  u np r ep ar ed.

•  F or ty  tw o p er c ent do not have an ag r eed c om m u ni c ati ons str ateg y  or  p l an i n p l ac e i n  
fi

•  fi

•  T hi r ty  ni ne p er c ent say  they  w ou l d m ak e a p u bl i c  statem ent to the m edi a.

•  S eventy  p er c ent w ou l d noti f y  r eg u l ator s and c om p l i anc e or g ani z ati ons.

•  F or ty  si x  p er c ent w ou l d not noti f y  c u stom er s, even w hen i t i s c u stom er  data that  
has been c om p r om i sed.

•  F i f ty  si x  p er c ent w ou l d not noti f y  su p p l i er s, even w hen i t i s su p p l i er  data that has 
been c om p r om i sed.

42%
do not have an agreed communications 
strategy or plan in place in the event of 
a significant attack.

say they would make a public 
statement to the media.
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L eading th e recov ery of th e organiz ation
F or  the C I O  or  C I S O  to be abl e to su p p or t the bu si ness du r i ng  the adap ti ng  and r eshap i ng  
p hase, they  need to f u l l y  u nder stand the or g ani z ati on’ s str ateg i c  di r ec ti on, r i sk  ap p eti te 
and op er ati ons.  B y  br i ng i ng  tog ether  the c or p or ate str ateg i sts, and the c or p or ate sec u r i ty  
team , the c y ber sec u r i ty  sol u ti on and the or g ani z ati on’ s over al l  str ateg y  c an be al i g ned.  
H ow ever , ou r  su r vey  show s that ther e i s not a g ood c onnec ti on betw een the c y ber sec u r i ty  
f u nc ti on and the or g ani z ati on’ s str ateg y  and p l anni ng .

•  fi
str ateg y  and p l ans, af ter  sensi ng  they  w er e ex p osed to too m u c h r i sk

•  O nl y  22% say  that they  have f u l l y  c onsi der ed the i nf or m ati on sec u r i ty  i m p l i c ati ons of  
thei r  or g ani z ati on’ s c u r r ent str ateg y  and p l ans

A sking tou gh er q u estions and cl osing th e gaps
O u r  su r vey  r eveal ed how  m u c h or g ani z ati ons l i k e to r el y  u p on them sel ves to test or  
m anag e thei r  ow n c y ber sec u r i ty .  I n the r ec over y  p hase i t m ay  be w or thw hi l e to c onsi der  
w hether  thi s shou l d c onti nu e.  C u r r entl y , the f ol l ow i ng  i s tr u e:

•  S eventy  ni ne p er c ent do thei r  ow n sel f - p hi shi ng .

•  S i x ty  f ou r  p er c ent do thei r  ow n p enetr ati on testi ng .

•  E i g hty  one p er c ent do thei r  ow n i nc i dent i nvesti g ati on.

•  E i g hty  thr ee p er c ent do thei r  ow n thr eat i ntel l i g enc e anal y si s.

O u r  su r vey  al so f ou nd g ap s that need to be addr essed.  D esp i te c ar el ess em p l oy ees, 
p hi shi ng  and m al w ar e bei ng  su c h m aj or  and k now n thr eats, onl y  24% have an i nc i dent 
r esp onse p l an that w ou l d hel p  them  r ec over  f r om  m al w ar e and em p l oy ee m i sbehavi or .  

O v eral l ,  considerabl e im prov em ent stil l  needed

m oney  sp ent i n thi s ar ea ar e sti l l  r el ati vel y  l ow .  I t bec am e c l ear  —  f r om  the over al l  state of  
c y ber  r esi l i enc e ( sec ti on 1)  —  that R eac t i s the ar ea w her e m ost of  the w or k  i s sti l l  to be 
done.  T he m or e i t bec om es c l ear  that the c or p or ate shi el d c annot r esi st al l  thr eats, the 
m or e attenti on the R eac t c ap abi l i ti es w i l l  g et.  

5%
of responders have recently made 
a significant change to their 
organization’s strategy and plans.

do their own self-phishing.

8 1%
do their own incident investigation.
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K ey  c har ac ter i sti c s of  a c y ber  
r esi l i ent enter p r i se

U nderstands th e bu siness
C y ber  r esi l i enc e dem ands a “ w hol e of  or g ani z ati on”  r esp onse.  
I t beg i ns w i th an i n- dep th u nder standi ng  of  the bu si ness and 

be p r eser ved so the or g ani z ati on c an c onti nu e to op er ate and  
saf eg u ar d p eop l e, assets and over al l  br and eq u i ty , desp i te the  
c y ber  attac k .

U nderstands th e cyber ecosystem
M ap  and assess the r el ati onshi p s the or g ani z ati on has ac r oss  
the c y ber  ec osy stem  and i denti f y  w hat r i sk s ex i st.  P er f or m  a  
r i sk  assessm ent of  the or g ani z ati on’ s c y ber  p r esenc e i n the 
ec osy stem , deter m i ni ng  those f ac tor s that af f ec t the ex tent  
of  the or g ani z ati on’ s c ontr ol  over  i ts ec osy stem .  

D eterm ines th e critical  assets —  th e crow n j ew el s 
M ost or g ani z ati ons over - p r otec t som e assets and u nder - p r otec t 
other s.  I n the su r vey :

•  fi
i nf or m ati on as the nu m ber  1 or  nu m ber  2 i nf or m ati on m ost 
val u abl e to c y ber c r i m i nal s i n the or g ani z ati on.  

•  O nl y  11% r ated p atented I P  the nu m ber  1 or  nu m ber  2 m ost 
val u abl e i nf or m ati on.

•  S eni or  ex ec u ti ve/ boar d m em ber  p er sonal  i nf or m ati on w as 
c onsi der ed m or e val u abl e than R & D  i nf or m ati on, p atented I P   
and non- p atented I P , and br oadl y  on a p ar  w i th c or p or ate 
str ateg i c  p l ans.

D eterm ines th e risk factors
C y ber sec u r i ty  f u nc ti ons c an onl y  ac hi eve l i m i ted su c c ess w i th a 
l i m i ted vi ew  of  the r i sk  and thr eat l andsc ap e.  O ver  and above al l  
of  the tec hnol og i es and tool s that c an p r ovi de better  aw ar eness, 

fi
c ol l abor ati on.  S har i ng  i nf or m ati on abou t the r i sk  and thr eat 
l andsc ap e of  al l  the bu si ness f u nc ti ons al l ow s the or g ani z ati on to 
u nder stand thei r  br oader  r i sk  l andsc ap e and ex p ose any  sec u r i ty  
g ap s.  T hi s shar i ng  and c ol l abor ati on c an then ex tend to other  
or g ani z ati ons ( p ar tner s, su p p l i er s)  i n the sam e ec osy stem .  

O rg a niz a tions th en need to a sk  th e f ol l ow ing :  

•  

•  

•  W hat c an w e attem p t to c ontr ol  and w hat do w e need to ac c ep t  

M anages th e h u m an el em ent w ith  
ex ceptional  l eadersh ip

to be p r ep ar ed and tr ai ned on how  to r esp ond and behave.  W i th 
tec hnol og y  su p p or ti ng  the enti r e or g ani z ati on, ever y  em p l oy ee w i l l  
be i m p ac ted.  C l ear  c om m u ni c ati on, di r ec ti on and ex am p l e- setti ng  

fi
task s that they  ar e abl e to p er f or m  to hel p  the or g ani z ati on bec om e 
op er ati onal  ag ai n.

C reates a cu l tu re of ch ange readiness
T he c ap abi l i ty  to r eac t r ap i dl y  to a c y ber  attac k  w i l l  m i ni m i z e 
the p ossi bi l i ty  of  l ong - ter m  m ater i al  i m p ac ts.  O r g ani z ati ons that 
devel op  su p er i or , i nteg r ated and au tom ated r esp onse c ap abi l i ti es 
c an ac ti vate non- r ou ti ne l eader shi p , c r i si s m anag em ent and 

or g ani z ati ons c an c hal l eng e the ex i sti ng  c r i si s m anag em ent, 
fi

w i th the or g ani z ati on’ s bu si ness str ateg y  and r i sk  ap p eti te.

O r g ani z ati ons shou l d al so devel op  and i m p l em ent tai l or - m ade w ar  
g am es that w ou l d i nc l u de a r evi ew  of  any  c om m and and c ontr ol  
c enter , c y ber  r esi l i enc e m anu al s and p l ans.

C ondu cts form al  inv estigations and prepares 
for prosecu tion 
T o p r otec t the i nter ests of  the or g ani z ati on i n the event of  a m aj or  
c y ber - br eac h, the C I O  and C I S O  shou l d be p r ep ar ed to l i ai se w i th 
the m ost seni or  ex ec u ti ves f r om  S ec u r i ty , G ener al  C ou nsel , E x ter nal  
C ou nsel , I nvesti g ati ons and C om p l i anc e.  T og ether  they  w i l l :

•  C ol l ec t evi denc e i n a f or ensi c al l y  sou nd w ay , i n or der  to su p p or t  
a w i der  i nvesti g ati on.  

•  E stabl i sh w hether  the attac k er s sti l l  have f oothol ds i n the 
or g ani z ati on’ s netw or k s and sy stem s, and w hether  har m f u l  
m al w ar e or  r ansom - w ar e c ou l d sabotag e the or g ani z ati on ag ai n 
i n f u tu r e.  

•  P er f or m  deep er  i nvesti g ati ons to u nder stand w ho c ar r i ed ou t  
the attac k , how  they  p er f or m ed i t, f or  w hom  and w hy .

•  B e abl e to br i ng  a c l ai m  ag ai nst ei ther  the attac k er , and/ or  
c r i m i nal  p r osec u ti on, as w el l  as those w ho ai ded and abetted 
the attac k er , or  other w i se enabl ed the attac k .  C l ai m s c an al so 
be br ou g ht ag ai nst p r odu c t and ser vi c e p r ovi der s w ho f ai l ed to 
m eet c ontr ac tu al  obl i g ati ons to bu i l d, op er ate, test or  m ai ntai n 
c y ber sec u r i ty .
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S u r vey  m ethodol og y

Global Information Security Survey c ap tu r es the r esp onses of  1,735 C - su i te 
l eader s and I nf or m ati on S ec u r i ty  and I T  ex ec u ti ves/ m anag er s, r ep r esenti ng  m any  of  
the w or l d’ s l ar g est and m ost r ec og ni z ed g l obal  c om p ani es.  T he r esear c h w as c ondu c ted 

R espondents b y  position R espondents b y  a rea

38 %E M E I A

38 %A m er i c as

24%fi

K ey :

23%

12%

12%

11%

3%

3%

3%

2%

2%

1%

1%

27%

C hi ef  I nf or m ati on S ec u r i ty  O f fic er

I nf or m ati on S ec u r i ty  E x ec u ti ve

C hi ef  I nf or m ati on O f fic er

I nf or m ati on T ec hnol og y  E x ec u ti ve

C hi ef  S ec u r i ty  O f fic er

I nter nal  A u di t D i r ec tor / m anag er

C hi ef  T ec hnol og y  O f fic er

N etw or k / S y stem  A dm i ni str ator

B u si ness U ni t E x ec u ti ve/
V i c e P r esi dent

C hi ef  F i nanc i al  O f fic er

C hi ef  R i sk  O f fic er

O ther
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S u r vey  m ethodol og y

R espondents b y  nu m b er of  em pl oy ees
R espondents b y  tota l  a nnu a l   
com pa ny  rev enu e R espondents b y  indu stry  sector

20%B ank i ng  &  C ap i tal  M ar k ets

I nsu r anc e

T ec hnol og y

C onsu m er  P r odu c ts

G over nm ent &  P u bl i c  S ec tor

D i ver si fied I ndu str i al  P r odu c ts

P ow er  &  U ti l i ti es

R etai l  &  W hol esal e

T el ec om m u ni c ati ons

H eal th c ar e

M edi a &  E nter tai nm ent

P r of essi onal  F i r m s &  S er vi c es

R eal  E state ( i nc l u di ng  
C onstr u c ti on, H osp i tal i ty  &  Lei su r e)

O i l  &  G as

A u tom oti ve

T r ansp or tati on

M i ni ng  &  M etal s

W eal th &  A sset M anag em ent

Li f e S c i enc es

A i r l i nes

C hem i c al s

6%

A er osp ac e &  D ef ense

O ther

7%

7%

6%

6%

5%

5%

4%

4%

4%

3%

3%

3%

3%

3%

2%

2%

2%

2%

1%

1%

1%

7%Less than U S $ 1 0 m

U S $ 1 0 m  to l ess than U S $ 2 5 m

U S $ 2 5 m  to l ess than U S $ 5 0 m

U S $ 5 0 m  to l ess than U S $ 1 0 0 m

U S $ 1 0 0 m  to l ess than U S $ 2 5 0 m

U S $ 2 5 0 m  to l ess than U S $ 5 0 0 m

U S $ 5 0 0 m  to l ess than U S $ 1 b

U S $ 1 b to l ess than U S $ 2 b

U S $ 2 b to l ess than U S $ 3 b

U S $ 3 b to l ess than U S $ 4 b

U S $ 4 b to l ess than U S $ 5 b

U S $ 5 b to l ess than U S $ 7 . 5 b

U S $ 7 . 5 b to l ess than U S $ 1 0 b

U S $ 1 0 b to l ess than U S $ 1 5 b

U S $ 1 5 b to l ess than U S $ 2 0 b

7%

U S $ 2 0 b to l ess than U S $ 5 0 b

U S $ 5 0 b or  m or e

G over nm ent, non- p r ofit

N ot ap p l i c abl e

4%

5%

4%

9%

9%

10%

9%

5%

3%

2%

3%

3%

5%

2%

3%

3%

7%

34%

4%

Less than 1,000

1,000 to 1,999

2,000 to 2,999

3,000 to 3,999

4,000 to 4,999

5,000 to 7,499

7,500 to 9,999

10,000 to 14,999

15,000 to 19,999

20,000 to 29,999

30,000 to 39,999

40,000 to 49,999

50,000 to 74,999

75,000 to 99,999

100,000 and above

14%

7%

5%

4%

7%

6%

6%

4%

3%

3%

2%

2%

1%
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O u r  c y ber sec u r i ty  p u bl i c ati ons and thou g ht l eader shi p  r ep or ts ar e desi g ned to hel p  y ou  u nder stand the i ssu es and p r ovi de y ou  w i th 
val u abl e i nsi g hts abou t ou r  p er sp ec ti ves.  P l ease vi si t ou r  I nsi g hts on g over nanc e, r i sk  and c om p l i anc e ser i es at ey . c om / G R C i nsi g hts 
and ou r  w ebsi te ey . c om / c y ber sec u r i ty .

H ow  do y ou  f i nd the c r i m i nal s bef or e 

c l oser  l ook  at c y ber  thr eat i ntel l i g enc e

ey . c om / c ti

M anag ed sof tw ar e sec u r i ty  ser vi c es:  
bu i l di ng  a sof tw ar e sec u r i ty  c enter  
of  ex c el l enc e

ey . c om / G R C i nsi g hts

I nc i dent r esp onse

ey . c om / G R C i nsi g hts

Incident 
response
Preparing for and responding 
to a cyber attack

C enter

ey . c om / soc

W hen i s p r i vac y  not som ethi ng  to 

D ata P r otec ti on R eg u l ati on

ey . c om / G R C i nsi g hts

P r i vac y  tr ends 2016:  c an p r i vac y  

ey . c om / p r i vac y tr ends
ey . c om / ac ti vedef ense

C r eati ng  tr u st i n the di g i tal  w or l d:  
E Y ’ s G l obal  I nf or m ati on S ec u r i ty  
S u r vey  2015

ey . c om / g i ss2015

U si ng  c y ber  anal y ti c s to hel p  y ou  g et 
on top  of  c y ber c r i m e:  thi r d- g ener ati on 
S ec u r i ty  O p er ati ons C enter s

ey . c om / soc
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If  y ou  w ere u nder cy b er a tta ck ,  w ou l d y ou  ev er k now ?

i ssu es and c ap i tal i z i ng  on op p or tu ni ti es to hel p  p r ovi de ou tc om es that g r ow , 
op ti m i z e and p r otec t ou r  c l i ents’  bu si nesses.  W e’ ve shap ed a g l obal  ec osy stem  
of  c onsu l tants, i ndu str y  p r of essi onal s and bu si ness al l i anc es w i th one f oc u s i n  
m i nd —  y ou .  

W e bel i eve anti c i p ati ng , and now  ac ti vel y  def endi ng  ag ai nst, c y ber  attac k s 
i s the onl y  w ay  to be ahead of  c y ber  c r i m i nal s.  W i th ou r  f oc u s on y ou , w e 
ask  better  q u esti ons abou t y ou r  op er ati ons, p r i or i ti es and vu l ner abi l i ti es.  W e 
then w or k  w i th y ou  to c r eate m or e i nnovati ve answ er s that hel p  p r ovi de the 
ap p r oac hes y ou  need.  T og ether , w e hel p  y ou  ac hi eve better  ou tc om es and  
l ong - l asti ng  r esu l ts, f r om  str ateg y  to ex ec u ti on.

W e bel i eve that w hen or g ani z ati ons m anag e c y ber sec u r i ty  better , the w or l d 
w or k s better .  

T h e b etter th e q u estion.  T h e b etter th e a nsw er.  T h e b etter th e w orl d w ork s.
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E Y   

A bou t E Y
E Y  i s a g l obal  l eader  i n assu r anc e, tax , 
tr ansac ti on and advi sor y  ser vi c es.  T he i nsi g hts 
and q u al i ty  ser vi c es w e del i ver  hel p  bu i l d 
tr u st and c onf i denc e i n the c ap i tal  m ar k ets 
and i n ec onom i es the w or l d over .  W e devel op  
ou tstandi ng  l eader s w ho team  to del i ver  on 
ou r  p r om i ses to al l  of  ou r  stak ehol der s.  I n so 
doi ng , w e p l ay  a c r i ti c al  r ol e i n bu i l di ng  a better  
w or k i ng  w or l d f or  ou r  p eop l e, f or  ou r  c l i ents  
and f or  ou r  c om m u ni ti es.

E Y  r ef er s to the g l obal  or g ani z ati on, and m ay  
r ef er  to one or  m or e, of  the m em ber  f i r m s of  
E r nst &  Y ou ng  G l obal  Li m i ted, eac h of  w hi c h i s 
a sep ar ate l eg al  enti ty .  E r nst &  Y ou ng  G l obal  
Li m i ted, a U K  c om p any  l i m i ted by  g u ar antee, 
does not p r ovi de ser vi c es to c l i ents.  F or  m or e 
i nf or m ati on abou t ou r  or g ani z ati on, p l ease 
vi si t ey . c om .

©  2016 E Y G M  Li m i ted.  

E Y G  no.  04260- 163G B L 

E D  N one

I n l i ne w i th E Y ’ s c om m i tm ent to m i ni m i z e i ts i m p ac t  
on the envi r onm ent, thi s doc u m ent has been p r i nted 
on p ap er  w i th a hi g h r ec y c l ed c ontent.

T hi s m ater i al  has been p r ep ar ed f or  g ener al  i nf or m ati onal  
p u r p oses onl y  and i s not i ntended to be r el i ed u p on as 
ac c ou nti ng , tax  or  other  p r of essi onal  advi c e.  P l ease r ef er   

fi

ey. com / giss

w or k i ng  w or l d m eans hel p i ng  c l i ents sol ve bi g , c om p l ex  i ndu str y  
i ssu es and c ap i tal i z e on op p or tu ni ti es to g r ow , op ti m i z e and p r otec t 
thei r  bu si nesses.  

F r om  C - su i te and f u nc ti onal  l eader s of  F or tu ne 100 m u l ti nati onal s to 
di sr u p ti ve i nnovator s and em er g i ng  m ar k et sm al l -  and m edi u m - si z ed 

ex ec u ti on —  to hel p  them  desi g n better  ou tc om es and r eal i z e l ong -
l asti ng  r esu l ts.  

c onsu l tants to ask  better  q u esti ons.  T hey  w or k  w i th thei r  c l i ents, 
as w el l  as an ec osy stem  of  i nter nal  and ex ter nal  ex p er ts, to c r eate 
i nnovati ve answ er s.  T og ether , E Y  hel p s c l i ents’  bu si nesses w or k  
better .

F or q u estions abou t cybersecu rity,  pl ease contact ou r 
cybersecu rity l eaders:  

G l ob a l

P a u l  v a n K essel + 31 8 8  40 71271 p au l . van. k essel @ nl . ey . c om

D a v id R em nitz + 1 212 773 1311 davi d. r em ni tz @ ey . c om

A m erica s

B ob  S y dow  bob. sy dow @ ey . c om

T im oth y  R y a n + 1 212 773 0410 ti m othy . r y an@ ey . c om

E M E IA

J ona th a n B l a ck m ore j onathan. bl ac k m or e@ ae. ey . c om

P a u l  W a l k er p w al k er @ u k . ey . c om

Asia-Pacific

R ich a rd W a tson r i c har d. w atson@ au . ey . c om

R eu b en K h oo r eu ben. k hoo@ sg . ey . c om

J a pa n

Y osh ih iro A z u m a + 8 1 3 3503 3500 az u m a- y shhr @ shi nni hon. or . j p

Ich iro S u g iy a m a + 8 1 3 3503 3500 su g i y am a- c hr @ shi nni hon. or . j p

1004166 D7407 GISS 2016_1612.indd   28 16/12/2016   11:31:55

http://ey.com/giss
mailto:paul.van.kessel%40nl.ey.com?subject=
mailto:david.remnitz%40ey.com?subject=
mailto:bob.sydow%40ey.com?subject=
mailto:timothy.ryan%40ey.com?subject=
mailto:jonathan.blackmore%40ae.ey.com?subject=
mailto:pwalker%40uk.ey.com?subject=
mailto:richard.watson%40au.ey.com?subject=
mailto:reuben.khoo%40sg.ey.com?subject=
mailto:azuma-yshhr%40shinnihon.or.jp?subject=
mailto:sugiyama-chr%40shinnihon.or.jp?subject=

